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Act Compliance Review Team (HCCRT), and officials from CPD headquarters and field offices.
We also reviewed relevant CPD notices and monitoring exhibits as well as documentation
related to improper payment and enterprise risk management processes.

To identify and develop an inventory of fraud risks, we performed the following:
1. Reviewed the CARES Act and its specific requirements;

2. Reviewed pertinent Federal fraud risk guidance and other criteria for assessing fraud
risks, such as the U.S. Government Accountability Office’s (GAO) Framework for
Managing Fraud Risks in Federal Programs and The Antifraud Playbook developed by
the Chief Financial Officers Council and U.S. Department of Treasury, Bureau of Fiscal
Service;

3. Interviewed HUD’s CRO, the HCCRT, CPD headquarters and field office staff, and
grantees;

4. Held brainstorming sessions with subject-matter experts from the Office of Inspector
General’s (OIG) Offices of Investigation and Audit; and

5. Identified and reviewed HUD OIG audit reports and investigations press releases and
reports and press releases from law enforcement agencies, such as the U.S. Department of
Justice (DOJ) and other agencies with programs similar to the CDBG and ESG programs.

We note that because CDBG and ESG CARES Act funds were appropriated relatively recently
and are still being distributed by grantees, there were no relevant findings from HUD OIG
oversight reports or investigations specifically involving CDBG and ESG CARES Act funds as
of March 31, 2021. However, the eligible activities for both programs under the CARES Act
and the ways the funds are distributed are similar to those under the annual funding provided for
the CDBG and ESG programs, so we reviewed HUD OIG audit reports and investigations issued
on CPD’s programs for the past 5 years. Specifically, we reviewed 118 HUD OIG audit reports
issued on any CPD programs between January 1, 2016, and March 31, 2021, and identified and
reviewed seven press releases from HUD OIG’s Office of Investigation related to CPD
programs. We also reviewed GAO’s recent report on the CDBG-Disaster Recovery (CDBG-
DR) program, to gain insight on identified fraud risks for the CDBG-DR program, which is
similar to the non-disaster CDBG program.! To gain an understanding of the types of fraud
occurring related to CARES Act and other coronavirus Federal funding, we reviewed 114 DOJ
press releases related to the coronavirus across various agencies in addition to HUD.

We documented the specific fraud risks and schemes we identified using a fraud risk map.?

1 GAO-21-177, Disaster Recovery — HUD Should Take Additional Action to Assess Community Development
Block Grant Fraud Risks, issued May 2021.

2 A fraud risk map is a resource that outlines identified potential fraud schemes and other related information for
each scheme, such as actor and entry point, for various areas across an organization that can be used across the
organization’s fraud risk management activities; for example, when performing fraud risk assessments.
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We conducted this engagement in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the engagement to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
objective. We believe the evidence obtained provides a reasonable basis for our conclusions
based on our objective.

BACKGROUND

The CARES Act and the CDBG and ESG Programs

The CARES Act, signed into law on March 27, 2020, provided $12.4 billion to HUD, including
$5 billion for the CDBG program and $4 billion for the ESG program. The CDBG program
provides grants to States, cities, and counties to develop viable urban communities by providing
decent housing and a suitable living environment and by expanding economic opportunities,
principally for low- and moderate-income persons. Examples of eligible activities for CDBG
CARES Act funds include constructing facilities for testing, diagnosis, or treatment of the
coronavirus; providing short-term working capital assistance to small businesses to enable
retention of jobs held by low- and moderate-income persons; increasing the capacity and
availability of targeted health services for infectious disease response within existing health
facilities; and providing emergency payments for individuals or families impacted by
coronavirus for items such as food, clothing, housing (emergency rental assistance or mortgage
assistance), or utilities for up to 6 consecutive months. The ESG program focuses on assisting
people to quickly regain stability in permanent housing after experiencing a housing crisis or
homelessness. ESG CARES Act funds are available to prevent, prepare for, and respond to
coronavirus, among individuals and families who are homeless or receiving homeless assistance,
and to support additional homeless assistance and homelessness prevention activities to mitigate
the impacts created by the coronavirus. Specifically, ESG CARES Act funds can be used to
provide emergency shelter, temporary emergency shelter, or rapid rehousing, as well as other
crisis response activities and homelessness prevention assistance, such as street outreach and
shelter operations.

The CARES Act provided HUD’s Secretary with the authority to waive or specify alternative
requirements for any provision of any statute or regulation that the Secretary administers in
connection with the use of funds for the CDBG and ESG programs provided by the CARES Act,
if it 1s determined that the waivers or alternative requirements are necessary to expedite or
facilitate the use of the funds to prevent, prepare for, and respond to the coronavirus.
Requirements related to fair housing, nondiscrimination, labor standards, and the environment
cannot be waived. The CARES Act also removed the 15 percent limitation for the use of funds
for public services activities to prevent, prepare for, and respond to the coronavirus for CDBG
funds provided by the CARES Act and the fiscal years 2019 and 2020 appropriations laws. For
CDBG, waivers issued include allowing for expedited citizen participation and virtual hearings;
suspending all corrective actions, sanctions, and informal consultations for timeliness for fiscal
year 2020; and temporarily removing the requirement for consistency with the consolidated plan
when fiscal years 2019 and 2020 CDBG funds are used to prevent, prepare for, and respond to
coronavirus. Examples of alternative requirements developed for the ESG program include
those that were established to authorize ESG CARES Act funds to be used for installing and
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maintaining handwashing stations and bathrooms in outdoor locations for people experiencing
unsheltered homelessness, the cost of paying incentives to landlords and volunteers, and the cost
of a hotel or motel room when no appropriate emergency shelter is available.

Fraud and Fraud Risks

Fraud and fraud risk are distinct concepts. GAO’s Standards for Internal Control in the Federal
Government defines fraud as obtaining something of value through willful misrepresentation.
Whether an act 1s fraud is a determination to be made through the judicial or other adjudicative
system and is beyond management’s professional responsibility for assessing risk. Management
should consider the potential for fraud when identifying, analyzing, and responding to fraud
risks. Specifically, management considers the types of fraud that can occur within the entity to
provide a basis for identifying fraud risks. Management should also consider fraud risk factors.
Fraud risk factors do not necessarily indicate that fraud exists but are often present when fraud
occurs. Fraud risk factors include when (1) individuals have an incentive or are under pressure,
which provides a motive to commit fraud; (2) circumstances exist, such as the absence of
controls, ineffective controls, or the ability of management to override controls, which provide
an opportunity to commit fraud; and (3) individuals involved are able to rationalize committing
fraud. Some individuals possess an attitude, character, or ethical values, which allow them to
knowingly and intentionally commit a dishonest act. Management uses these fraud risk factors
to identify fraud risks. While fraud risk may be greatest when all three risk factors are present,
one or more of these fraud factors may indicate a fraud risk. Other information can also be used
to identify fraud risks, including allegations of fraud or suspected fraud reported by OIG, internal
auditors or personnel, or external parties that interact with the agency. When fraud risks can be
identified and mitigated, fraud may be less likely to occur. Although the occurrence of fraud
indicates that there is a fraud risk, a fraud risk can exist even if actual fraud has not yet been
identified or occurred.

The Payment Integrity Information Act of 2019 repealed and replaced the Fraud Reduction and
Data Analytics Act of 2015, leaving in place requirements for (1) conducting an evaluation of
fraud risks and using a risk-based approach to design and implement financial and administrative
control activities to mitigate identified fraud risks; (2) collecting and analyzing data from
reporting mechanisms on detected fraud to monitor fraud trends and using those data and
information to continuously improve fraud prevention controls; and (3) using the results of
monitoring, evaluation, audits, and investigations to improve fraud prevention, detection, and
response. Office of Management and Budget (OMB) Circular No. A-123, Management’s
Responsibility for Enterprise Risk Management and Internal Control (OMB Circular No. A-123),
provides implementation guidance and states that management has overall responsibility for
establishing internal controls to manage the risk of fraud. An agency’s risk profile as required by
section Il of OMB Circular No. A-123 must include an evaluation of fraud risks and use a risk-
based approach to design and implement financial and administrative control activities to
mitigate identified material fraud risks. To help managers combat fraud and preserve integrity in
government agencies and programs, GAO identified leading practices for managing fraud risks
and organized them into a conceptual framework called the Fraud Risk Management Framework.
The Framework identifies four components to effectively manage fraud risks, including planning
regular fraud risk assessments and assessing risks to determine a fraud risk profile.
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RESULTS OF REVIEW

We identified fraud risk factors for the CDBG and ESG CARES Act funds that were not already
identified by HUD. During our engagement, we also noted potential areas of improvement to
assist HUD in enhancing its fraud risk management practices.

Fraud Risk Factors
We identified five overall risk factors that contribute to the risk of fraud for the CDBG and ESG
CARES Act funds. Specifically,

Increased funding and volume cf payments — The CARES Act provided a substantial
increase in funding for the CDBG and ESG programs, which can draw the attention of
nefarious actors looking to take advantage of the programs for personal gain. The
increase in funding can also lead to an increased workload for HUD, grantees, and
subrecipients who already process a large volume of payments, potentially leading to
capacity issues that can increase the risk of a breakdown in internal controls and
increased fraud risks.

Pandemic environment — The pandemic environment has limited onsite monitoring by
HUD and grantees, which can increase the risk that a breakdown in internal control
occurs or goes undetected, increasing the risk of fraud. High unemployment, shortages of
goods and services, and other pandemic-related factors can lead otherwise ethical people
to rationalize attempting to misappropriate Federal funds.

CARES Act provisions — The CARES Act provided relaxed or altered programmatic
requirements and waivers meant to expedite the distribution of funds to those in need;
however, they can also increase the opportunity for nefarious actors looking to take
advantage of the programs for personal gain. The CARES Act also funded programs at
other agencies with goals and objectives similar to those of the CDBG and ESG
programs, which increases the fraud risk by increasing the opportunity for nefarious
actors to receive duplicate benefits.

Decentralized processes — HUD uses a decentralized funding process to distribute CDBG
and ESG funds. The multiple levels that funds flow through before reaching program
beneficiaries increases the opportunity for fraud to occur. It also means that payment-
eligibility decisions are made outside HUD, which is a risk factor for improper
payments.3

Se.f-cert fication — Instances in which self-certification is the sole or most significant
control for program eligibility increase fraud risks from nefarious actors looking to take
advantage of the programs for personal gain.

3 OMB Memorandum M-21-19, appendix C to OMB Circular A-123, Requirements for Payment Integrity
Improvement, lists examples of factors that may impact the level of improper payments and unknown payments
within a program.
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We used these risk factors and the results of our brainstorming sessions; interviews; and reviews
of audit reports, investigations, and press releases to develop a fraud risk map containing 31
fraud schemes that can be used to misappropriate CDBG and ESG CARES Act funds. The
schemes we 1dentified fall into the general fraud categories of asset misappropriation and
corruption.

Asset misapprcpriation includes schemes in which an individual or organization steals or
misuses HUD funds. The asset misappropriation schemes we identified mainly involved
obtaining HUD funds by means of fraudulent disbursements or invoices. These accounted for 23
of the 31 fraud schemes we identified and included purchasing and billing, payroll,
reimbursement, and check-tampering schemes. Specifically, these fraud schemes include:

o Shell companies — Occur when an individual submits invoices for payment from a
fictitious company controlled directly or indirectly by the individual.

e Pay-and-return — Occurs when an employee arranges for overpayment of a vendor and
pockets the overpayment amount when it is returned to the company.

e Personal purchases — Occur when an individual submits an invoice for personal
purchases for payment.

o Ghost employees or beneficiaries — Occur when an organization or individuals submit
requests for reimbursement for employees who are not on their payroll.

o  Overpayment — Occurs when payroll reimbursements are made based on falsified hours
or rates.

o [neligible or mischaracterized activities — Occur when an organization or individuals
submit requests for reimbursement for activities they represent as eligible when they are
ineligible.

o Overstated expenses — Occur when an organization or individuals overstate the costs of
their activities.

o Fictitious expenses — Occur when an organization or individual invents a cost or activity
and seeks reimbursement for it.

o  Multiple reimbursement — Occurs when an organization or individual submits multiple
requests for reimbursement for the same activity or cost.

o Duplicate benefits — Occur when an organization or individual receives benefits from
multiple programs or agencies for the same activity or cost.

o Altered payee — Involves changing the payee designation on the check or payment to the
perpetrator or an accomplice.



Corruption schemes occur when individuals use their influence or positions of trust in a business
transaction in a way that violates their duty to their employers or the government. Corruption
schemes include:

e Bribery — Involves the offering, giving, receiving, or soliciting of a thing of value to
influence a decision.

e Kickbacks — Occur when contractors and vendors make undisclosed payments to
employees of subrecipients or grantees to enlist them in overbilling schemes.

e Bid-rigging — Occurs when an employee of a subrecipient or grantee fraudulently assists
a vendor in winning a contract through the competitive bidding process. Bid-rigging can
also involve contractors and vendors working together to ensure that one of them receives
a contract in return for payment or being brought on as a subcontractor.

o Corflicts cfinterest — Occur when an individual has an undisclosed ownership or
financial interest in an organization or company seeking an award or that already has a
contract.

e Economic extortion — Occurs when employees demand payment from a contractor or
vendor for decisions made in their favor. Refusal to pay the extorter results in harm to
the contractor or vendor.

Most of the schemes include risks that are external to HUD, meaning that they occur at the
grantee or subrecipient level and may involve contractors, vendors, or beneficiaries. A full
listing and the details of the potential fraud risks and schemes we identified can be found in
appendix A. We note that while these fraud risks can assist HUD in conducting a fraud risk
assessment, they do not replace such an assessment.

Opportunities to Improve HUD’s Fraud Risk Management Practices

While gaining an understanding of HUD’s fraud risk management practices, we observed that
CPD had not completed its own program fraud risk assessment and neither CPD nor OCFO, as
part of its enterprise risk management (ERM) process,* maintained an inventory of fraud risks for
the CDBG or ESG programs. We also noted that the CARES Act funds for the CDBG and ESG
programs were not subject to the front-end risk assessment (FERA)® process, as they were
viewed as additional funds for existing programs and there was a concerted effort to distribute
the funds as quickly as possible. Further, the rapid risk assessment performed by the HCCRT

*  As defined by OMB Circular No. A-123, ERM is a model for organizations to integrate risk management and
internal control activities into a common framework. ERM provides an enterprise-wide strategically-aligned
portfolio view of organizational challenges that provide better insight about how to most effectively prioritize
resource allocations to ensure successful mission delivery.

5 A FERA is a risk management function intended to facilitate the identification and management of risks
associated with launching a new HUD program or substantially revising a current program. The information
required for assessment and evaluation aligns with the ERM framework and will provide program management,
risk officers, and program owners with the structure to assess and report on identified risks and plans to address
and monitor those risks. The FERA will further aid HUD in identifying and responding to potential risks for
fraud, waste, abuse, and mismanagement.
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did not contain questions specific to fraud risk. Additionally, the most recent improper payments
risk assessments for the ESG and CDBG programs were conducted in fiscal years 2018 and
2019, respectively; however, the questions related to fraud risk included in the improper payment
risk assessments were not designed to satisfy a full program-specific risk assessment as
described in GAQO’s Fraud Risk Management Framework. A risk assessment is required in fiscal
year 2021 for both programs, due to the increase in funds provided by the CARES Act.

Although CPD had not performed fraud risk assessments for the CDBG and ESG programs, they
do perform risk assessments as part of their grantee monitoring process, and monitoring reviews

of CARES Act funds are planned to begin in 2022. HUD has also implemented and continues to
improve its ERM process. However, there is a limited focus on program-specific fraud risks.

While we understand that HUD expects its grantees to be proactive in the identification and
remediation of fraud, we believe that HUD can improve its processes to create a more fraud-
aware control environment. Specifically, a fraud analytics strategy developed by HUD that
leverages grantee and subgrantee data would provide additional assurance that funds are not
susceptible to fraud risk factors while simultaneously reducing the amount of resources needed
to identify fraud through HUD’s current process. Currently, CPD conducts limited analysis of
the monitoring exhibits completed by its field office staff during grantee site visits to detect
potential red flags for fraud. These exhibits focus on many areas and controls, but none focuses
specifically on the identification of potential fraud or fraud risks. Additionally, while we
identified that most fraud schemes occur external to HUD, CPD does not collect subrecipient
data to conduct data analyses to identify potential instances of fraud that occur across grantees or
programs. Due to the pandemic, CPD has been unable to perform its regular site visits to CDBG
and ESG grantees, further exposing the agency to potential fraud regarding the CARES Act
funds and increasing the need to collect more data to conduct remote monitoring activities.

During our interviews, we also noted some confusion regarding the roles and responsibilities for
performing program-specific fraud risk assessments among OCFO’s ERM process, the HCCRT,
and CPD. Specifically, CPD personnel stated that fraud risk assessments and mitigation efforts
for all CPD funding, including CARES Act funding, were addressed as part of HUD’s ERM and
HCCRT processes. However, the Risk Register developed by the CRO as part of the ERM
process did not include program-specific fraud risks and listed only operational risks of the
agency at an enterprise level. Similarly, the rapid risk assessment performed by the HCCRT
after passage of the CARES Act did not contain questions specific to fraud risks. Additionally,
in multiple interviews CPD officials stated that fraud was not a significant issue for the CDBG
and ESG programs and that the responsibility for the assessment and mitigation of fraud risks
rested primarily with the grantees. The primary focus of CPD’s officials is to get the funds
appropriated by Congress to the grantees to enable them to start distributing them to
subrecipients and program beneficiaries as quickly as possible. Finally, CPD offered training to
grantees and literature on other Federal programs administering pandemic-related programs that
could result in duplication of benefits. However, trainings on fraud were not recurring, and an
emphasis on fraud prevention and detection was not a primary objective. The majority of CPD’s
training and support for grantees is focused on facilitation and technical support, with limited to
no focus on fraud risk identification and reporting.
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CONCLUSION

We obtained an understanding of HUD’s fraud risk management practices and determined that
program-specific fraud risk assessments had not been performed for the CDBG and ESG

CARES Act funds. We identified 5 overall risk factors and 31 specific fraud risks, which we
detail in our fraud risk map in appendix A. Most fraud risks we identified were external to HUD,
occurring at the grantee and subrecipient level; however, OMB Circular No. A-123 states that
management has overall responsibility for establishing internal controls to manage the risk of
fraud. We note that while our fraud risk map may be informative to HUD in conducting a fraud
risk assessment, it does not replace such an assessment.

We also identified opportunities for HUD to improve its fraud risk management practices,
including, clarifying roles and responsibilities, performing fraud-specific risk assessments, and
raising awareness of fraud and fraud risks. Addressing these opportunities can reduce the risk of
fraud occurring and the risk of a loss of trust from the people HUD serves.

RECOMMENDATIONS

We recommend that the Office of the Chief Financial Officer

1A. Coordinate with CPD program staff to clarify the (1) roles and responsibilities of the
CRO, HCCRT, and CPD’s risk management staff with regard to identifying,
assessing, and mitigating fraud risks and (2) purpose and role of HUD’s ERM
processes and program office risk management processes with regard to identifying,
assessing, and mitigating fraud risks.

We recommend that the Principal Deputy Assistant Secretary for Community Planning and
Development

1B. Complete a program-specific fraud risk assessment and risk profile for the CDBG and
ESG programs, with emphasis on CARES Act funding, and replicate this process to
create program-specific fraud assessments and risk profiles for other CPD programs.

1C. Consider OIG’s fraud risk inventory to improve CPD’s own fraud risk assessments
and develop a program-specific fraud risk map and compendium.

1D. Implement efforts to increase the awareness of fraud at all levels (headquarters, field
offices, grantees, subrecipients, etc.), including but not limited to regularly publishing
articles on known fraud schemes and identified instances of fraud in periodic
newsletters or on CPD’s intranet website, providing recurring fraud risk trainings to
HUD employees and grantees and working with OIG to develop materials to support
fraud awareness.

1E. Develop and implement a fraud risk checklist or other instrument as part of CPD’s
monitoring oversight requirements, to be completed as part of each remote and onsite
monitoring review.



1F. Develop and implement a fraud analytics strategy using available data, including but
not limited to data and information collected during the grantee risk assessment and

monitoring processes, to begin conducting data analyses to identify potential fraud
risks for further review.
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Comment 6

as public services or through other willful misrepresentations. We also note that
the decentralized process used to distribute the CDBG and ESG CARES Act
funds leads to eligibility decisions being made outside HUD, which is a risk factor
for improper payments specifically mentioned in appendix C to OMB Circular A-
123, Requirements for Payment Integrity. Every level funds flow through to
reach the beneficiary creates more distance from HUD’s direct oversight and
increases the opportunity for fraud schemes to occur as more parties become
involved. Accordingly, we reiterate our assessment that CARES Act provisions
and decentralized processes are overall fraud risk factors for the CDBG and ESG
CARES Act funds, which contribute to multiple fraud schemes identified in our
fraud risk map, and the importance of improving HUD’s fraud risk management
practices.

We appreciate HUD’s cooperation during our review. We also recognize HUD’s
continued efforts to design and implement an effective enterprise risk
management program and system of internal controls, including those to prevent
and detect fraud.
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